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Presenter Notes
Presentation Notes
Over the last 18 months, we’ve watched AI move from helping us write emails to taking real actions in real systems — filing tickets, updating records, deploying infrastructure. 

This talk isn’t about model tuning or AI theory. It’s about what happens when these agents hit actual cloud environments. 

And the moment an AI can take an action, it inherits all the problems of a workload and a human user combined: identity, permissions, observability, lifecycle.


Why Agents Are Different

Agents are actors

Reason, plan, act

Operate without GUIs

Assistive > Agentic > Autonomous
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A chatbot answers a question. An agent resets the password, updates the ticket, and emails the user — all without you watching. 

Agents operate at machine speed, and that’s both the power and the risk. 

Once an AI can call tools, it stops being a chatbot and becomes a workload.


The Cloud Problem We Created

* |AM assumed humans

* RBAC assumed static apps

* Logging assumed request/response
* Over-permissioned agents

* Shadow agents
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Our cloud assumptions break instantly. 

IAM assumed humans. RBAC assumed static apps. Logging assumed request/response flows. 

We’ve already seen agents inherit write permissions because they were deployed using a human’s token. 

And shadow agents are already appearing — built in Copilot Studio by business units without IT knowing. We’re repeating early cloud IAM mistakes, just faster.��“Let me stop here and take the temperature of the room.”

Then ask hands-up questions in quick succession:

Discovery
“How many of you know you have AI agents running in your environment today?”

Suspicion
“How many of you suspect you might — but couldn’t give me a confident inventory?”

Blind spot (key moment)
“Keep your hand up if you know exactly what those agents have access to.”



Are Agents Workloads or
Virtual Users?

Yes
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Agents blur boundaries — they behave like users but also have a workload.

The Workload aspect handles where it runs (compute, cost, latency).

The User aspect handles what it can do (permissions, data access, accountability).

They need identity, permissions, observability, and lifecycle — the same way Kubernetes workloads do. 

If it can take actions, it needs guardrails. 


Common Agent Types

Single-task Tool-calling

Multi-agent Event-driven

i



Presenter Notes
Presentation Notes
We’re seeing the same patterns across clouds:

- Single-task agents that do one thing well: Summarize a document and file it in SharePoint.

- Tool-calling agents that chain actions: Look up a customer in CRM, then update their subscription.

- Parent/child multi-agent systems that delegate: One agent gathers logs, another analyzes them.

- Event-driven agents that respond to signals: A Sev2 alert triggers an agent to triage logs and draft a remediation plan.

And across all of them, there’s a split between the execution plane — where the agent runs — and the control plane — how it’s governed.


Typical Flow
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A typical flow looks like this: 

A human or event triggers the agent. 
The agent reasons, selects tools, and takes action. 
Everything is logged, governed, and auditable. 
If an agent updates a firewall rule, you should be able to answer: who triggered it, what reasoning path it took, and what tool executed the change. 


How do we

govern these
agents?

TN
°[nventory
*Non-human identities
*Least privilege
*Lifecycle policies
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Some key needs today around AI usage in organizations:

Agent Inventory – who created it, what it can access, where it runs
NHI – Non-Human Identities is a broad term being applied to identities running workloads, agents, services, APIs, etc. What historically would have been called a “service account”
Least privilege and lifecycle – Need policies, processes, and tools to support identity lifecycle for NHIs; when employees provide a personal API key or Oauth token for use by an agent they create and then leave the company, you can end up with a “Ghost Agent” that still keeps running and accessing sensitive data … this is why it’s centralized identity for agents is so important
Microsoft’s Agent 365 is being built to give you this kind of traceability in Microsoft’s cloud as well as cross-cloud capabilities
There are some other players in this Identity-First approach to agent security and governance across clouds: Oasis Security and Entro Security are two prominent players, but the "Identity-First" approach—treating an AI agent like a digital employee with its own credentials—is an emerging shift in security.


|dentity for Non-Human Workers

* Each agent gets an identity
* Scoped permissions
* Conditional access
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Every agent needs its own identity. 
Permissions should be scoped to the smallest set of actions. 
Conditional access still applies. 

If an agent updates Jira tickets, give it only the Jira API scope it needs — not project admin. Start by mapping your first two or three agents to dedicated identities. It’s a huge blast‑radius reduction.


Observability

Who triggered

What data
What tools
What actions

Traceability
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Logs tell you what happened. 

Traceability tells you why. 

You need to know who or what triggered the agent, what data it accessed, what tools it called, and what actions it took. 

If an agent loops and hits an API 500 times in 30 seconds, you need to reconstruct the reasoning path. 

Agent control and management tooling will surface reasoning traces and tool‑call logs in a unified audit trail.


Treat Agent Lifecycle like SDLC

© 0 O

DEV/TEST/PROD CHANGE VERSIONING RETIREMENT
CONTROL
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Agents need the same lifecycle discipline as production systems. 

Dev/Test/Prod separation. 
Change control for prompts and tools. 
Versioning and rollback. 
Retirement and cleanup. 

If you change a prompt from “delete inactive users” to “delete users inactive for 90 days,” that’s a production change — treat it like one. Put prompts under version control today. Even a simple Git repo works.


The Risk is Real

Prompt Data
Injection exposure

Amplification Mitigations
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Real risks are already showing up: 

Prompt injection. 
Excess data exposure. 
Autonomous loops. 
Action amplification. 

One example: an agent meant to “clean up stale files” deleted active project folders because “stale” wasn’t defined. 

Mitigation comes from architecture: tool whitelisting, human‑in‑the‑loop gates, and blast‑radius limits.


Lessons for Any Cloud

* Separate build and control planes
* Inventory first —you need to know what exists

* Instrument before autonomy
* Agents will outnumber humans

\
N\
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No matter what clouds you’re on: 

Separate the build plane from the control plane. 
Start with inventory — know what agents exist. 
Instrument before autonomy — don’t let agents act blindly. 
Assume agents will outnumber humans. 

Tools like Agent 365 and others will automate much of this over time, but the patterns are universal.


| Where This Is Heading
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AGENTS MANAGING NEW AUDIT NON-HUMAN PLATFORM
AGENTS REQUIREMENTS IDENTITY & ACCESS OWNERSHIP
MANAGEMENT
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Over the next 12–18 months, expect: 

Agents managing other agents. 
Auditors asking for reasoning logs. 
Non-Human IAM becoming mainstream. 
Platform teams like the IAM team — not app teams — owning agent governance. 

This isn’t hype. It’s already happening.


The Agents are Already Here

Agents are workloads with autonomy

|dentity and governance is required

Need to be treated as virtual users

No autonomy without trust
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Agents are workloads with autonomy and need to be treated like virtual users.

Identity and governance are not optional. 

If you wouldn’t run it unsupervised in prod, don’t give it autonomy.

Ask yourself: just like with human users, if an agent went rogue today, how quickly could you identify it, contain it, and understand what it did? 

Start with inventory and identity — everything else builds on those two steps.
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Connect with me!

linkedin.com/in/sirtwist
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